CAREER OPPORTUNITY

ZTBL, a renowned specialized financial institution with a wide network of Branches all across the country is inviting

applications from energetic and challenge-oriented professionals with proven track record and capacity to perform as a catalyst

for transformation in a challenging environment. The individuals who fulfill the below-mentioned basic eligibility/screening

criteria may apply for the following position:

Position: Manager Security Operations Center (SOC) No. Of Positions: 01 Level vpP
Basic Eligibility Criteria:

Academic /| * Graduate (16 years of education) / Post Graduate in IT/Computer Science/ Computer Engineering
Professional /Networks Information/Cyber/IT Security duly recognized by HEC.
Qualification: e  Preference will be given to candidates having relevant certification.

e  At-least 10 years of post-qualification relevant professional experience in a comparable position in a
Experience: repute:d private/ pu.blic sector organization. . .

e  Experience should include at-least 3 Years” experience of handling SOC.

e  Having experience in Banking/Financial Institution is a plus

e Good experience of SIEM concepts and hands on experience on any current Gartner rated SIEM

Solution.

e  Experience in security operational services: unified threat management, anti-virus, SIEM, DDOS /
Other Skills / DOS, threat and vulnerability management, cyber investigations, DNS Security, IDS/IPS, EDR, DB
Expertise/ Security
Knowledge ¢ Knowledge of best practice standards and procedures regarding information systems applications
Required: security, data security, and infrastructure security.

e  Strong time management and leadership skills.

¢  Must have excellent writing and communication skills.

e Strong knowledge of networking and security fundamentals.

Outline of Main Duties / Job Responsibilities:

e Direct the functions, processes, and operations of the SOC and ensures policies and procedures are followed.

Lead the 24x7 operations of the SOC to ensure optimal identification / resolution and response of security incidents and
enhance security.

Managing the SOC team and shift scheduling.

Ensure compliances of SOC based contact, process adherence, process improvement to meet operational objectives.
Manage the collection, documentation and research of security incidents received via the SOC.

Providing CISO/Senior Management with a realistic overview of risks and threats in the enterprise environment.

Develop and maintain an incident response management program that includes incident detection, analysis, containment,
eradication, recovery and chain of evidence / forensic artefacts required for additional investigations.

e  Creation of reports, dashboards, metrics for SOC operations and presentation to Management.

e  Manage the process improvement program for SOC/ (Incidence Response Management) IRM processes.

e  Conduct scheduled and ad hoc training exercises to ensure staff are current with the latest threats and incident response

techniques.

e  Provide direction, leadership and management of SOC personnel.

e  Establish performance goals and priorities.

¢  Administer performance reviews for SOC personnel.

Eligibility

to apply.
¢ Dual nationality holders are not eligible to apply for the post.

e Only short-listed candidates will be called for interview.

https:/ /www.ztbl.com.pk/jobs

e  We Offer competitive remuneration package geared towards attracting best talent in the market.
e Applicant having less than 45% marks (in conventional system) or CGPA less than 1.4/4.0 or
2.4/5.0 or equivalent in degree on the basis of which application is being submitted, are not eligible

e Interested candidates may apply online through website: https://ztbl.rozee.pk and

Employment Type: Regular

Age Limit:

e 45 Years Maximum (as on closing date to apply)

o Advertisement Date: 25-June-2023
e Closing Date of Advertisement: 16-July-2023

Note: Applications received after due date will not be considered. No TA /DA shall be admissible for interviews.

ZTBL is an equal opportunity employer - Women are encouraged to apply.

Please note that any kind of external/internal influence or SAFARISH in Recruitment process would lead to

cancel the credentials of candidate and applicant would be immediately BLACKLISTED.




